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MARINE CIRCULAR 

MC-4/2017/1 

7/2017 
 
FOR: Ship Owners, Ship Managers, Ship Operators, Ship Masters, Ship Officers, Recognized 
Organizations, Flag State Inspectors 
 
SUBJECT: GUIDELINES ON MARITIME CYBER RISK MANAGEMENT 

 

DEFINITIONS: 

 

The following abbreviations stand for: 
 
� “FAL” – Facilitation Committee 
� “IMO” – International Maritime Organization 
� “MSC” – Maritime Safety Committee 
 

The term “Administration” shall mean the Tuvalu Ship Registry. 
 

PURPOSE: The IMO FAL, at its 41st session, and IMO MSC, at its 98th session, approved the subject 
guidelines after considering the urgent need to raise awareness on cyber risk threats and 
vulnerabilities. The guidelines (MSC-FAL.1/Circ.3) is appended in this circular and provides high-level 
recommendations on maritime cyber risk management, and include functional elements to support 
effective implementation, to safeguard shipping from current and emerging cyber threats and 
vulnerabilities.  
 
REFERENCES: 

 

Refer to the end of the appended guidance - MSC-FAL.1/Circ.3 














